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SPY RING IN NAVY
PIERCED RADIO LINK

Aides Say tne Security Breach
Involved Secret Messages
Broadcast by Satellite
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S By STEPHEN ENGELBERG
Special to The New York Times

WASHINGTON, July 13 — Senior in-
telligence officials and Congressional
sources say they believe the purported
Navy spy ring gave the Soviet Vnion
years of access to the Navy's satellite
communications network, which since
the mid-1970’s has transmitted virtu-
ally all of the service’s sensitive mes-
sages.

While the initial focus of the investi-
gation was on John A. Walker Jr., a re-
tirea Navy warrant ofticer from Nor-
folk, Va., the officials now believe the
material they think was provided by
another suspect, Jerry A. Whitworth,
was a more damaging security breach.

The officials said that with the ma-

tenal, called ‘‘key lists,” that they
think was provided by Mr. Whitworth,
a4 Navy communications specialist
until 1983, the Soviet Union was abie to
make use of encryption machines
taken from the American spy ship
Pueblo in 1968 to read coded traffic.
Fhe officials said the Navy continued to
use the same type of coding machines
taken trom the Pueblo weil into the
1970’s un the assumption that the Soviet
Uniun could not obtain the key lists nec-
essary to use them.

‘Whitworth Was the Biggest Deal:

The officiais aiso provided details of
the walker case that go well beyona
earlier public statements by the Navy
40uul The exient w which the service’s
Lunaiunicanons are thought to ha-e
pect compromised by the pucported e>-
ponage operation. The assessment 1s
based on an analysis of documents a..Ji
handwritten notes seized from the
homes of Mr. Walker and Mr. Whit-
worth.

“What they got from Whitworth is
really important, far more important
than the muinary has been willing to
admit,” said a member of Congress
who has attended classified briefings
on the case. A senior intelligence offi-

.al involved in the investigation con-
imed that 4ssessment, saying:
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“Whitworth was the biggest deal of
them au.

The sigsutivas e Of the material, the
officials saia, - -hat it gave the Soviet
Uhion an opportunity to devipin  coded
communications arriving ac siups and
bases where Mr. Whitworth was sta-
tioned.

Information Termed ‘Gold Mine’

An intelligence source termed these
messages a potential ‘“‘gold mine” to
Soviet analysts because they would
provide insights into all aspects of the
Navy, from mundane maintenance
schedules to sensitive reports on the
performance of weapons and ships in
training exercises.

‘“‘Any time you can get into the com-
munications stream of a country,
there’'s an enormous amount you can
learn,” said one intelligence source.
‘“You can find out things about people,
details of communications, readiness,
weaknesses in aircrafts. The potential
is high.”

The officials believe so far that the
information they say Mr. Walker and
his associates provided the Soviet
Union would not allow Soviet analysts
to crack codes now used by the Navy
because the coding machines have
been changed and because the key lists
for each of its facilities change each
day. Officials said other changes,
which they would not disclose, have
also been made.

~ Additionally, because of the way the
Navy communicates, the key lists be-
lieved provided to the Soviet Union
would only decode communications for
the base or ship from which they were
taken.

At a news conference last month,
Adm. James D. Watkins, the Chief of
Naval Operations, said the suspected
activities of the spy ring caused ‘“‘very
serious damage,’’ the most serious of
which involved communications. He
said the Navy was assuming the Soviet
Union had access to the communica-
tions systems the Walkers and their co-
horts worked on.

Neither Mr. Walker nor Mr. Whit-
worth have cooperated with prosecu-
tors, so far frustrating efforts to make
a full assessment of the damage
caused.

A Friend of John Walker

Mr. Whitworth, who once boasted in
a letter that he worked at ‘‘the heart of
Naval communications’’ was a close
friend of Mr. Walker and the Govern-
ment has charged that he was re-
cruited into the spy ring by Mr. Walker
as early as 1975 and was paid at least
$328,000 for secret information.

Officials said Mr. Whitworth began
passing information to Soviet agents in
the mid-1970’s, when the Navy was con-
verting its communications from high
frequency radio transmissions to
transmissions via satellite.

Radio communications by satellite
are protected in at least three ways, the

officials said. -
First, they said, the frequencies

to broadcast are kept secret and cannot

be easily discerned. Additionally, the

broadcasts are transmitted in code,

and cannot be deciphered, they said,

:itbwtbt:ﬁaqkodemachmeandthe
Typtographic key list, which is
chnngedreguurly

In 1968, North Korea captured the
Pueblo, a Navy spy ship with a wealth
of communications equipment aboard.
Some of the ship’s encryption ma-
( were passed to the Soviet Union,
intelligence officials say.

The service chose not to replace
these because they could not be used to
decipher codes without both the fre-
3}':'?" m which communications

ans and the key lists, the
officials said. i

Cost of Replacement High

An source said another
reasan for not immediately replacing
them was the high cost of i
such machines throughout the Navy.

The officials say that if the Soviet
Union knew the frequencies over which
coded communications were being
broadcast from satellites, it could sta-
tion a trawler and record the
coded traffic. Later, with the key lists
and machines, the code couid be
broken.

The Federal indictment said that Mr.
Whitworth would “‘accumulate” key
lists and key cards over a period of
time before turning them over to Mr.
Walker.

On several occasions, the material
beheveq provided by Mr. Whitworth
Wwas so important to the Soviet Union
that they sent agents to the Far East to
pick them up immediately from Mr.
Walker, the authorities say.

Trip to Philippines

According to a Federal complaint
filed in California, Mr. Walker flew to
the Philippines between Aug. 12 and 15
where the U.S.S. Constellation was
making a port call. After a meeting
with Mr. Whitworth, who was then sta.
tioned aboard the Constellation,
“‘Walker rendezvoused with his Soviet:
contact on August 16."” The dates of the
meetings were taken from notes kept
by Mr. Walker in his home, the com-
plaint said.

_ An intelligence source said the tim-
ing of this exchange is significant be.
cause it shows that the Soviet agents
felt the need to make immediate use of
material, presumed to be key lists
‘“They were not doing that just to ge
something to research,” the source
said. ‘“They’re getting it because they
want to use it immediately. They were
clearly trying mount a major effort tc
;%ad United States communications,

ere’s no other reason to t
that kind of access.’’ o get

The F.B.I. has concluded that Mr.
Whitworth was the author of several
anonymous letters to its offices in San
Franciso that offered to an es-
pionage operation in exchange for com-
plete immunity from prosecution. In
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the fipst of these, signea oniy- with the 2 .

initials R.U.S., the correspondent idgn-
tifies the importance of the material in-
volved by saying *he has passed top se-
cret cryptographic keylists for mili-
tary communications and other intelli-
gefice- information,” the complaint
saich

Also seized at Mr. Walker’s house
were handwritten notes, same with Mr.
Whitworth’s fingerprint® on them,
which ‘“‘contain sensitive or classified
information describing secure Navy
communications systems,’”’ the com-
plaint said.

An inventory of material seized from
Mr. Walker said he kept a ‘‘tactical
satellite communications systems
manual’ in the top shelf of the right
book case of his home in Norfolk’s
Ocean View section.

Mr. Whitworth served in the Navy
for 23 years. He was trained in satellite
communications at the Army Com-
munications School in Fort Mom-
mouth, N.J., according to the Federal
indictment. In 1975, he became a chief
petty officer in charge of the satellite
communications division at the Navy’s
base in Diego Garcia. A year later, he
was transferred to the aircraft carrier
U.S.”. Constellation and was responsi-
ble for ‘‘all communications systems,
including satellite communications,"
the indictment said.

From there he went to U.S.S. Niag-
ara Falls, another aircraft carrier, for
one year.

From 1979 to 1982, he was stationed
at the Alameda Naval Air Station, one
of the nation’s larger Navy bases. His
title was Message Center Chief and he
“‘had access to virtually all documents
and secure information’’ at the base’s
communications center.
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